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INTERNATIONAL ELECTROTECHNICAL COMMISSION  

____________ 

 
DIGITAL LIVING NETWORK ALLIANCE (DLNA)  HOME  

NETWORKED DEVICE INTEROPERABILITY GUIDELINES – 
 

Part 8:  Diagnostics  
 

FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commission  ( I EC)  i s  a  worl dwide  organ i zation  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ica l  commi ttees  ( I EC National  Commi ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  questions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic  fi e l ds .  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC publ i shes  I n ternational  Standards,  Techn ical  Speci fi cations,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC National  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti ci pate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard i zation  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or agreements  of I EC on  techn ical  matters  express,  as  nearl y  as  poss ible,  an  i n ternati ona l  
consensus  of opi n ion  on  the  re l evant subjects  s i nce  each  techn ical  comm i ttee  has  representati on  from  al l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by I EC Nati ona l  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  con ten t of I EC 
Publ i cations  i s  accu rate,  I EC  cannot be  hel d  respons i ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Comm i ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  exten t possib le  i n  thei r national  and  reg i onal  publ i cations.  Any d i vergence  
between  any I EC Publ i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  National  Commi ttees  for any personal  i n j u ry,  property damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or rel i ance  upon ,  th i s  I EC  Publ i cation  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
patent  ri gh ts.  I EC shal l  not  be  hel d  respons ibl e  for i denti fyi ng  any or a l l  such  paten t ri gh ts .  

I n ternational  Standard  I EC  62481 -8  has  been  prepared  under techn ical  area  8:  Mu l timed ia  
home systems  and  appl ications  for end-user network,  of I EC techn ical  comm ittee  1 00:  Aud io,  
vi deo and  mu l timed ia  systems and  equ ipment.  

The  text of th is  I n ternational  Standard  i s  based  on  the  fol lowing  documents:  

CDV Report  on  voti ng  

1 00/2746/CDV 1 00/2890/RVC 

 
Fu l l  i n formation  on  the  voting  for the  approval  of th is  I n ternational  Standard  can  be  found  in  
the  report  on  voti ng  i nd icated  i n  the  above  tab le.  

Th is  document has  been  d rafted  i n  accordance  wi th  the  I SO/IEC  D irecti ves,  Part 2 .  
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A l i st  of a l l  parts  of I EC 62481  series,  publ ished  under the  general  ti tle  Digital Living Network 
Alliance (DLNA)  home networked device interoperability guidelines,  can  be  found  on  the  I EC  
websi te.  

The  committee  has  decided  that the  con ten ts  of th is  document wi l l  remain  unchanged  un ti l  the  
stabi l i ty date  i nd icated  on  the  I EC  webs i te  under "h ttp: //webstore. iec.ch"  i n  the  data  re lated  to  
the  speci fic document.  At  th is  date,  the  document wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  rep laced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l i ngual  vers ion  of th is  publ ication  may be  issued  at  a  l ater date.  

 

IMPORTANT – The  'colour inside'  l ogo  on  the  cover page  of th is  publ ication  i nd icates  
that i t  contains  colours  which  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore print  th is  document  using  a  
colour printer.  
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INTRODUCTION  

Consumers  are  acqu i ri ng ,  viewing ,  and  manag ing  an  i ncreas ing  amount of d ig i ta l  med ia  
(photos,  music,  and  video)  on  devices  in  the  consumer e lectron ics  (CE) ,  mobi l e,  and  personal  
computer (PC)  domains.  As  such ,  they wan t to  conven ientl y en j oy the  content,  regard less  of 
the  source,  across  d i fferen t devices  and  l ocations  i n  the  home.  The  d ig i ta l  home vis ion  
i n tegrates  the  i n ternet,  mobi le ,  and  broadcast  networks  through  a  seam less,  in teroperable  
network,  wh ich  wi l l  provide  a  un ique  opportun i ty for manufacturers  and  consumers  a l ike.  I n  
order to  del i ver on  th is  vis ion ,  a  common  set  of industry design  gu ide l ines  i s  needed  that  
a l l ows  vendors  to  participate  i n  a  growing  marketplace,  l ead ing  to  more  i nnovation ,  s impl ici ty,  
and  value  for consumers.  Th is  document serves  that  purpose  and  provides  vendors  wi th  the  
i n formation  needed  to  bu i l d  i n teroperable  networked  p latforms  and  devices  for the  d ig i ta l  
home.  
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DIGITAL LIVING NETWORK ALLIANCE (DLNA)  HOME  
NETWORKED DEVICE INTEROPERABILITY GUIDELINES – 

 
Part 8:  Diagnostics  

 
 
 

1  Scope 

This  part  of I EC  62481  speci fies  gu ide l i nes  for D iagnostics.  The  DLNA Diagnostics  gu idel ines  
focus  mostl y on  the  col lection  of data  through  test actions  and  queries .  The  procedures  for 
troubleshooting  and  remed ies  are  ou ts ide  the  scope  of the  DLNA gu idel i nes.  The  user can  be  
an  operator accessing  the  D iagnostics  Appl ication  through  a  TR-069  (an  appl ication  layer 
protocol  for remote  management of end-user devices)  management i n terface,  or a  techn ician  
or end-user accessing  i t  through  a  browser or screen  in terface  as  shown  i n  F igu re  1 .  

2  Normative references  

The fol l owing  documents  are  referred  to  i n  the  text in  such  a  way that some or a l l  of thei r 
con ten t consti tu tes  requ irements  of th is  document.  For dated  references,  on l y the  ed i ti on  
ci ted  appl i es.  For undated  references,  the  latest ed i tion  of the  referenced  document ( i nclud ing  
any amendments)  appl i es.  

I EC 62481 -1 -1 : 201 7,  Digital living network alliance (DLNA)  home networked device 
interoperability guidelines – Part 1 -1 :  Architecture  and protocols  

I EEE  1 905,  IEEE Standard for a  Convergent Digital Home Network for Heterogeneous 
Technologies,  Institute of Electrical and Electronics Engineers 

http: //standards. ieee.org /about/get/  

UPnP BasicManagement: 2 ,  UPnP  Forum   
h ttp : //upnp. org /specs/dm/UPnP-dm-BasicManagement-v2-Service. pdf 

UPnP  ConfigurationManagement: 2 ,  UPnP  Forum   
h ttp: //upnp. org /specs/dm/UPnP-dm-ConfigurationManagement-v2-Service. pdf 

3 Terms,  defin i tions  and  defin i tions  

For the  purposes  of th is  document,  the  terms  and  defin i ti ons  g i ven  in  I EC 62481 -1 -1  and  the  
fol l owing  appl y.  

I SO and  I EC main tain  term inolog ical  databases  for use  i n  standard ization  at  the  fo l lowing  
addresses:  

•  I EC E lectroped ia:  avai lable  at  h ttp: //www.electroped ia .org / 

•  I SO  On l ine  browsing  p latform :  avai l ab le  at h ttp: //www. iso.org/obp  

3. 1  Defin i tion  of terms  

3. 1 . 1   
Diagnostics  Control ler 

DLNA Device  Capabi l i ty that i nvokes  d iagnostics  actions  on  a  D iagnostics  Device  

http://standards.ieee.org/about/get/
http://upnp.org/specs/dm/UPnP-dm-BasicManagement-v2-Service.pdf
http://upnp.org/specs/dm/UPnP-dm-ConfigurationManagement-v2-Service.pdf
http://www.iso.org/obp
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3. 1 .2   
Diagnostics  Endpoint  
DLNA Device  Capabi l i ty that accepts  d iagnostics  actions  from  a  D iagnostics  Control l er  

3. 1 .3   
BMS 
BasicManagement Service  

UPnP service  that provides  access  to  basic d iagnostics  functional i ty th rough  action  requests  

Note  1  to  en try:  The  BasicManagement  Service  speci fi cation  i s  a  s tandard  UPnP  DCP.  

3. 1 .4   
CfgMS  
ConfigurationManagement Service  

UPnP service  that makes  avai lab le  device  i n formation  through  action  requests  

Note  1  to  en try:  The  Confi gu rationManagement  Service  speci fi cation  i s  a  s tandard  UPnP  DCP.  

3.2  Conventions  

I n  I EC  62481 -1 -1 : 201 7  and  th is  document,  a  number of terms,  cond i ti ons,  mechan isms,  
sequences,  parameters ,  even ts,  states,  or s im i lar terms  are  prin ted  wi th  the  fi rst  le tter of each  
word  i n  uppercase  and  the  rest l owercase  (e . g .  Move).  Any lowercase  uses  of these  words  
have  the  normal  techn ica l  Eng l ish  mean ings.  

4 Networking  archi tecture and  guidel ine conventions  

4.1  DLNA home networking  archi tecture  

This  document extends  the  DLNA home networking  arch i tecture  that i s  defi ned  in  C lause  4,  
I EC 62481 -1 -1 : 201 7.  

4.2  Document conventions  

See  Clause  6  of I EC  62481 -1 -1 : 201 7  for a  description  of the  DLNA document conven tions.  

4.3  Gu idel ine  structure  and  l ayout  

See  7 . 1  of I EC 62481 -1 -1 : 201 7  for gu idel ine  and  attribute  tab le  l ayou t descriptions.  

5 DLNA Device Model  

5.1  General  

Refer to  C lause  5  of I EC  62481 -1 -1 : 201 7  for detai l ed  descriptions  of the  existing  DLNA 
Device  Model .  Th is  document extends  the  existing  DLNA devices  and  system  usages.  

5.2  Diagnostic  Device  Functions  

For the  D iagnostics  gu idel i nes,  the  fol l owing  Device  Functions  are  defined .  

•  UPnP  BasicManagement Service:  a  UPnP  BasicManagement Service  makes  avai lable  
d iagnostics  features  and  functions  and  services  d iagnostics  action  requests.  

•  UPnP ConfigurationManagement Service:  a  UPnP ConfigurationManagement Service 
makes  avai lable  device  i n formation  through  action  requests.  

•  UPnP  Bas icManagement Control  Poin t:  a  UPnP BasicManagement Control  Poin t  i ssues  
action  requests  to  UPnP BasicManagement Service  to  implement d iagnostics  features  and  
functions.  
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•  UPnP  ConfigurationManagement Con trol  Poin t:  a  UPnP  ConfigurationManagement Con trol  
Poin t i ssues  action  requests  to  ConfigurationManagement Services  to  get device  
i n formation .  

•  D iagnostics  Appl ication :  a  D iagnostics  Appl ication  i n terfaces  wi th  a  UPnP 
BasicManagement Control  Poin t,  UPnP ConfigurationManagement Service,  1 905  
Management Prim i ti ves,  and  other not-speci fied-by-DLNA d iagnostics  Device  Functions  to  
provide  mean ingfu l  and  actionable  i n formation  regard ing  DLNA devices.  I t  provides  inpu t 
to  a  user or management system  in terface  to  enable  a  user to  con trol  and  see  resu l ts  from  
d iagnostics  features  and  functions.  

•  1 905  Management Prim i tives :  a  function  that provides  a  1 905  s ignal i ng  capabi l i ty on  a  
physical  i n terface.  I t  can  a lso  receive  requests  and  report  1 905  data  to  a  co-res ident  
Diagnostics  Appl ication .  

5.3  Device Capabi l i ties  

For the  D iagnostics  gu idel i nes,  the  fol l owing  Device  Capabi l i ti es  are  defined :  

•  a  D iagnostics  Endpoint  (+DIAGE+)  wi th  the  role  of offering  d iagnostics  services  and  
respond ing  to  d iagnostics  action  requests;  

•  a  D iagnostics  Con trol l er (+DIAGC+)  wi th  the  role  of provid ing  a  D iagnostics  Appl ication  
and  a  con trol  poin t  for i ssu ing  action  requests  to  a  D iagnostics  Endpoin t.  

5.4  System  usages  

The d iagnostics  system  usage  has  a  D iagnostics  Control l er capabi l i ty to  i nstruct a  D iagnostics  
Endpoin t capabi l i ty to  execu te  speci fic d iagnostics  actions.  
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Figure  1  i l l ustrates  th is  device  i n teraction  model .  The  fol lowing  steps  are  performed  i n  th is  
system  usage:  
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1 .  User or management system  i n teracts  wi th  D iagnostics  Appl ication  (unspeci fied  i n  DLNA) .  

2 .  D iagnostics  Appl ication  i nvokes  UPnP  actions  or 1 905  messages  to  request  d iagnostics  
functions.  

3.  Transport d iagnostics  i n formation  via  UPnP  action  or 1 905  messages.  

4 .  Present d iagnostics  i n formation  to  user or management system  (unspeci fied  i n  DLNA).  

NOTE  The  D i agnosti cs  Control l er (+DIAGC+)  capabi l i ty and  the  D i agnosti cs  Endpoi n t  (+DIAGE+)  capabi l i ty 
functional i ty can  be  i ncorporated  i n  any val i d  DLNA Device  Class.  Thus  both  capabi l i t i es  i nheri t  other Device  
Functions  (e. g .  I P  Connecti vi ty)  at  other l ayers  i n  the  DLNA Device  Arch i tectu re,  for the  pu rpose  of DLNA 
certi fi cation .  I mplementi ng  these  capabi l i t i es  external  to  an  exi sti ng  DLNA Device  Class  (e. g . ,  as  a  s tand -al one  
device)  i s  not  proh i b i ted ,  bu t  such  usages  wi l l  n ot  be  i ncl uded  i n  DLNA’s  certi fi cati on  procedures.  

+DIAGE++DIAGC+

UPnP BM

Control

Poin t

Diagnostics

Appl ica tion

servi ce  provi der

or

home  owner

servi ce  provi der

or

home  owner

servi ce  provi der

or

home  owner

UPnP

d irect U I
Web U I

Web U I  or 

TR-069

1905

MPs
1905

MPs

1905/

Layer2

Eg:  web  

browser

Eg:  i n terna l  d i sp l ay 

or  HDM I  to  a  TV 

mon i tor

Eg:  ACS

Specified

Unspecified

( Layer 4 d i ags)

( Layer 2 d i a gs)

Basic

Management

service

I n ternet

UPnP CM

Control

Poin t

Configu ra tion

Management

serviceUPnP

③

①

① ①
④

④

④

②

②

②

③

③

 
IEC 

Figure 1  – Diagnostics  system  usage  

Figure  2  provides  some examples  of how the  new capabi l i ti es  can  exist  wi th in  some of the  
existi ng  DLNA Devices  Classes,  and  potentia l  u sages  i n  the  con text of 2-box pu l l  and  3-box 
scenarios.  
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Figure 2  – Examples  of d iagnostics  usage in  the  context of  
DLNA 2-box Pu l l  and  3-box usage  models  

6 Diagnostics  guidel ines  

6.1  General  

Clause  6  conta ins  gu idel ines  for Device  Functions  that are  elemen ts  of DLNA D iagnostics  
Endpoin t and  Control ler capabi l i ties .  

6.2  Device Discovery & Control  

6. 2. 1   

[GUIDELINE ]  A D iagnostics  Endpoint  capabi l i ty sha l l  be  a l l owed  to  be  deployed  in  con j unction  

wi th  any DLNA Device  Class.  

[ATTRIBUTES ]  

M   +DIAGE+  n /a  n /a  I EC 62481 -1 -
1 : 201 7  

AUJYC  

 

[COMMENT]  These capabi l i ti es  can  a lso  exist external l y to  DLNA Device  Classes.  However,  
such  existence  is  ou ts ide  the  scope  of these  gu idel i nes.  By existing  wi th in  a  DLNA Device  
Class,  these  capabi l i ti es  i nheri t a l l  the  networking  and  connectivi ty functional i ty of the  
underl ying  DLNA Device  Class.  
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6.2.2   

[GUIDELINE ]  A D iagnostics  Control l er capabi l i ty sha l l  be  al l owed  to  be  deployed  i n  

con j unction  wi th  any DLNA Device  Class.  

[ATTRIBUTES ]  

M   +DIAGC+  n /a  n /a  I EC 62481 -1 -
1 : 201 7  

K5GU7   

 

[COMMENT]  These  capabi l i ti es  can  a lso  exist  external  to  DLNA Device  Classes.  However,  such  
existence  is  ou ts ide  the  scope  of these  gu ide l i nes.  By existing  wi th in  a  DLNA Device  Class,  
these  capabi l i ti es  i nheri t  a l l  of the  networking  and  connectivi ty functional i ty of the  underl ying  
DLNA Device  Class.  

6.2.3   

[GUIDELINE ]  A D iagnostics  Endpoint sha l l  conform  to  a l l  gu idel ines  i n  C lause  9  of I EC  62481 -
1 -1 : 201 7  perta in ing  to  UPnP devices  and  UPnP endpoin ts.  

[ATTRIBUTES ]  

M   +DIAGE+  n /a  n /a  I EC 62481 -1 -
1 : 201 7  

QN85V  

 

6.2.4   

[GUIDELINE ]  A D iagnostics  Control l er shal l  conform  to  al l  gu idel ines  i n  Clause  9  of 

I EC 62481 -1 -1 : 201 7  pertain ing  to  UPnP con trol  poin ts  and  UPnP endpoin ts.  

[ATTRIBUTES ]  

M   +DIAGC+  n /a  n /a  I EC 62481 -1 -
1 : 201 7  

3MTLJ   

 

6.2.5   

[GUIDELINE ]  A D iagnostics  Endpoin t capabi l i ty shal l  use  the  value  of "+DIAGE+"  for the  d l na-
dev-capabi l i ty fi e ld .  

[ATTRIBUTES ]  

M  A +DIAGE+  n /a  n /a  I EC 62481 -1 -
1 : 201 7  

PU6TJ   

 

6.3  UPnP BasicManagement 

6.3. 1   

[GUIDELINE ]  I f a  DLNA Device  Class  contains  the  Diagnostics  Endpoin t capabi l i ty then  i t  shal l  

implement a  UPnP  BasicManagement Service  Device  Function .  

[ATTRIBUTES ]  

M  A +DIAGE+  n /a  n /a  n /a  SYRX9   
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6. 3.2   

[GUIDELINE ]  A UPnP BasicManagement Service  shal l  implement the  requ i red  actions  and  

state  variables  defined  i n  UPnP BasicManagement: 2 .  

[ATTRIBUTES ]  

M  R +DIAGE+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

S3K4Q   

 
[COMMENT]  BMS:GetDeviceStatus  i s  the  on l y requ i red  action  and  BMS.DeviceStatus  is  the  

on l y requ i red  state  variable.  

6.3.3   

[GUIDELINE ]  A UPnP Bas icManagement Service  shal l  implement the  d iagnostics  feature  as  
speci fied  i n  UPnP  BasicManagement: 2.  

[ATTRIBUTES ]  

M  R +DIAGE+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

3UWLP  

 

[COMMENT]  Th is  gu ide l i ne  makes  the  fo l lowing  actions  mandatory:  BMS:GetTestIDs,  
BMS:GetActiveTestIDs,  BMS:GetTestI n fo  and  BMS:CancelTest.  Th is  gu ide l i ne  makes  the  
fol lowing  state  variables  mandatory:  BMS.TestIDs  and  BMS.ActiveTestIDs.  

6.3.4   

[GUIDELINE ]  A UPnP  BasicManagement Service  shal l  implement the  P ing  d iagnostics  
feature  as  speci fi ed  in  UPnP BasicManagement: 2 .  

[ATTRIBUTES ]  

M  R +DIAGE+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

V5CUE   

 

[COMMENT]  Th is  gu idel ine  makes  the  fo l l owing  actions  mandatory:  BMS:Ping  and  
BMS:GetPingResu l t.  

6.3.5   

[GUIDELINE ]  A UPnP  Bas icManagement Service  shal l  implement the  NSLookup  d iagnostics  

feature  as  speci fi ed  in  UPnP BasicManagement: 2 .  

[ATTRIBUTES ]  

M  R +DIAGE+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

EZUN4   
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[COMMENT]  Th is  gu ide l i ne  makes  the  fol l owing  actions  mandatory:  BMS:NSLookup()  and  

BMS:GetNSLookupResu l t.  

6.3.6   

[GUIDELINE ]  A UPnP  Bas icManagement Service  shal l  implement the  Tracerou te  d iagnostics  
feature  as  speci fi ed  in  UPnP BasicManagement: 2 .  

[ATTRIBUTES ]  

M  R +DIAGE+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

UCBK2   

 

[COMMENT]  Th is  gu ide l i ne  makes  the  fol lowing  actions  mandatory:  BMS:Tracerou te  and  
BMS:GetTracerouteResu l t.  

6.3.7   

[GUIDELINE ]  A UPnP  BasicManagement Service  shal l  main ta in  and  make avai l ab le  (via  
TestIDs  values)  the  resu l ts  of the  most recent execu tion  (s ince  the  UPnP  Bas icManagement 
Service  started  runn ing)  of supported  test types.  

[ATTRIBUTES ]  

M  R +DIAGE+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

FSH7U   

 

[COMMENT]  On ly the  most  recent  execution  (s i nce  UPnP  Bas icManagement Service  s tarted  
runn ing)  of a  test  type  (for example,  p ing ,  tracerou te,  ns lookup)  needs  to  be  kept by the  
device.  Main tain ing  test  resu l ts  beyond  that i s  at  the  d iscretion  of the  device  manufacturer.  
Main ta in ing  test resu l ts  prior to  startup  i s  at the  d iscretion  of the  device  manufacturer.  

6.3.8   

[GUIDELINE ]  A UPnP BasicManagement Device  shou ld  implement BMS:GetSel fTestResu l t  
action  as  speci fied  i n  UPnP Bas icManagement: 2 .  

[ATTRIBUTES ]  

S  R +DIAGE+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

WTMOO  

 

[COMMENT]  Th is  action  i s  on l y re levant for a  device  that  supports  a  se l f-test function .  The  
speci fication  of such  a  sel f-test function  is  ou ts ide  the  scope of these  gu ide l i nes.  Th is  function  
cou ld  be  run  au tonomousl y by a  device  or i n i tiated  th rough  some other mechan ism .  A con trol  
poin t  can  d iscover that se l f-test resu l ts  exist by u sing  BMS:GetTestIDs.  

6.4 UPnP ConfigurationManagement 

6.4. 1   

[GUIDELINE ]  I f a  DLNA Device  Class  con tains  the  D iagnostics  Endpoin t capabi l i ty then  i t  

shou ld  implement the  UPnP ConfigurationManagement Service  Device  Function .  
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[ATTRIBUTES ]  

S  A +DIAGE+  n /a  n /a  n /a  K7LMT  

6.4.2   

[GUIDELINE ]  A UPnP  ConfigurationManagement Service  shal l  implement the  requ ired  actions 

and  state  variables  defined  in  UPnP ConfigurationManagement: 2.  

[ATTRIBUTES ]  

M  R +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

4SEYS   

 

[COMMENT]  These are  the  actions  l i s ted  i n  UPnP  ConfigurationManagement: 2  Table  2-1 8  as  
"R"  i n  the  "Device  R/O"  column  and  the  state  variables  l i s ted  i n  UPnP 
ConfigurationManagement: 2  Table  2-1 3  as  "r"  i n  "Req  or Op. "  co lumn.  Implementations  can  
choose  to  hardcode  state  variable  values  that wi l l  not change,  in  order to  s impl i fy response to  
certa in  actions  (for example,  i n  s imple  devices,  responses  to  a l l  bu t CfgMS:GetValues  cannot 
be  capable  of chang ing)  as  described  i n  6. 4. 5.  

6.4.3   

[GUIDELINE ]  A D iagnostics  Endpoint  wi th  a  UPnP ConfigurationManagement Service  shal l  
implement the  requ ired  data  model  parameters  of the  fol lowing  data  model  obj ects ,  as  defined  
i n  UPnP  ConfigurationManagement: 2,  bu t  mod i fied  by  

a)  replacing  the  path  name prefix " /UPnP/DM/"  wi th  " /DLNA/Diag /" ,  and   

b)  not requ iri ng  the  EventOnChange  attribu te  to  be  supported  for any parameter.  

 – /UPnP/DM/DeviceI nfo/  
 – /UPnP/DM/DeviceI nfo/Physica lDevice/  
 – /UPnP/DM/DeviceI nfo/Physica lDevice/DeviceID/ 
 – /UPnP/DM/DeviceI nfo/PhysicalDevice/NetworkI nterface/#/ 
 –  /UPnP/DM/Configuration /Network/ 
 –  /UPnP/DM/Configuration /Network/I PI n terface/#/ 
 – /UPnP/DM/Configuration /Network/I PI n terface/#/IPv4/ 
 – /UPnP/DM/Moni toring/  
 – /UPnP/DM/Moni toring/IPUsage/#/ 

[ATTRIBUTES ]  

M  A +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

RV4IO   

 

[COMMENT]  Only the  parameters  that are  noted  as  being  requ i red  (R)  i n  UPnP  
ConfigurationManagement: 2  are  speci fi ed  by th i s  gu idel i ne.  An  example  of the  path  to  be  
used  by a  D iagnostics  Endpoint  i s  " /DLNA/Diag/DeviceI nfo/"  instead  of 
"/UPnP/DM/DeviceI nfo/" .  I t  i s  sti l l  a l l owed  for a  device  to  implement Even tOnChange for a  
parameter,  i f des i red .  I t  i s  a lso  a l lowed  for a  parameter to  be  made wri table,  bu t th is  i s  not 
requ ired  for any parameter.  

6.4.4   

[GUIDELINE ]  A D iagnostics  Endpoin t  wi th  a  UPnP ConfigurationManagement Service  shal l  
i ncl ude  the  fol lowing  e lements  i n  repl y to  a  CfgMS:GetSupportedDataModels  action :  
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 –  <URI >urn : d lna-org :Part8:D iagnostics : <yyyymmdd></URI >  
 – <Location>/DLNA/Diag /</Location>  

[ATTRIBUTES ]  

M  A +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

YJWIW  

 

[COMMENT]  These are  the  mandatory e lements  for a  CfgMS:GetSupportedDataModels  
response.  I n  the  URI  s tring ,  the  word  "Part"  i s  a  l i teral  stri ng .  <n>  represents  the  Part  number 
ass igned  to  the  DLNA gu ide l ine  Part  that  con tains  these  D iagnostics  gu idel i nes.  There  i s  no  
space between  the  word  "Part"  and  i ts  number.  <Part_Name>  is  the  name of the  DLNA 
gu idel i ne  Part,  wi th  underscores  replacing  spaces.  <yyyymmdd>  i s  the  publ ication  year and  
month  on  the  cover page  of the  gu idel ine  Part,  wi th  day of "01 " .  For example,  the  December 
201 1  Part  1  gu idel ines  wou ld  be:   

<URI >urn : d l na-org :Part1 :Arch i tectures_and_Protocols: 201 1 1 201 </URI> .  

6.4.5   

[GUIDELINE ]  A D iagnostics  Endpoin t wi th  UPnP ConfigurationManagement Service  that 
advertises  that i t  on l y implements  the  m in imum  functional i ty necessary to  comply wi th  UPnP 
ConfigurationManagement: 2  shal l  i nd icate  th is  through  X_DLNACAP value  of "CMS-m in imum".  

[ATTRIBUTES ]  

M  L  +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

P89VZ  

 

[COMMENT]  I t  i s  a l l owed  for a  device  to  have  a  m in imal  implementation  wi thou t identi fying  
i tsel f as  "CMS-m in imum".  The  formal  syn tax of the  <d lna:X_DLNACAP>  element i s :  

<d lna:X_DLNACAP xm lns: d lna="urn : schemas-d lna-org : device-1 -0">  
CMS-m in imum  
</d lna:X_DLNACAP>  

6.4.6   

[GUIDELINE ]  A D iagnostics  Endpoin t wi th  UPnP ConfigurationManagement Service  that 
provides  the  X_DLNACAP va lue  of "CMS-m in imum"  shal l  not  i nclude  optional  e lements  when  
respond ing  to  actions.  

[ATTRIBUTES ]  

M  L  +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

JRZTZ  

 

[COMMENT]  Such  an  implementation  wi l l  on l y provide  requ i red  e lements  i n  i ts  responses.  
Values  for requ i red  e lements  of a  CfgMS:GetSupportedDataModels  response  are  provided  i n  
6. 4. 4 .  
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6.4.7   

[GUIDELINE ]  A D iagnostics  Endpoin t wi th  UPnP ConfigurationManagement Service  that 
provides  the  X_DLNACAP va lue  of "CMS-m in imum"  shal l  not  i nclude  i n  a  
CfgMS:GetSupportedParameters  or CfgMS:GetAttribu tes  response  any StructurePath  or 
NodeAttributePath  value  that i s  not one  of the  paths  l i s ted  below,  or not a  requ ired  parameter 
wi th in  one  of the  paths  l i sted  below.  

 /DLNA/Diag/DeviceI nfo/ 
 /DLNA/Diag/DeviceI nfo/PhysicalDevice/  
 /DLNA/Diag/DeviceI nfo/PhysicalDevice/DeviceID/ 
 /DLNA/Diag/DeviceI nfo/PhysicalDevice/NetworkI n terface/#/  
 /DLNA/Diag/Configuration/Network/ 
 /DLNA/Diag/Configuration/Network/IPI n terface/#/  
 /DLNA/Diag/Configuration/Network/IPI n terface/#/I Pv4/ 
 /DLNA/Diag/Mon i toring/ 
 /DLNA/Diag/Mon i toring/I PUsage/#/ 

[ATTRIBUTES ]  

M  L  +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

Q5X7G   

 

[COMMENT]  

a)  CfgMS.A_ARG_TYPE_StructurePathList i s  the  on l y requ ired  ou tpu t s tate  variable  i n  
response to  the  CfgMS:GetSupportedParameters  action .  StructurePath  i s  the  on l y 
requ i red  e lemen t of th is  variable.  The  precise  set  of va lues  returned  is  dependent on  the  
values  of i nput state  variables  CfgMS.A_ARG_TYPE_StructurePath  and  
CfgMS.A_ARG_TYPE_SearchDepth .  

b)  CfgMS.A_ARG_TYPE_NodeAttribu teValueList  i s  the  on l y requ ired  ou tput  state  variable  i n  
response  to  the  CfgMS:GetAttributes  action .  The  on l y requ ired  e lement of th is  variable  is  
NodeAttribu tePath .  The  precise  set of values  returned  is  dependen t on  the  values  of i npu t 
state  variable  CfgMS.A_ARG_TYPE_NodeAttribu tePathList.  

6.4.8   

[GUIDELINE ]  A D iagnostics  Endpoin t wi th  UPnP ConfigurationManagement Service  that 
provides  the  X_DLNACAP value  of "CMS-m in imum"  shal l  not  i nclude  i n  a  
CfgMS:GetI nstances  response any I nstancePath  value  that i s  not  l i s ted  below.  I f there  i s  on l y 
one  i nstance,  then  #=1 ,  for that instance.  I f more  than  one  instance  exists,  the  value  of # i s  
i ncremented  by 1  for each  add i ti onal  i nstance.  

 /DLNA/Diag/DeviceI nfo/PhysicalDevice/NetworkI nterface/#/  
 /DLNA/Diag/Configuration/Network/I PI n terface/#/  
 /DLNA/Diag/Mon i toring/I PUsage/#/ 

[ATTRIBUTES ]  

M  L  +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

255MM   

 

[COMMENT]  CfgMS.A_ARG_TYPE_InstancePathList  i s  the  on l y ou tpu t  state  variable  i n  
response to  the  CfgMS:GetI nstances  action .  The  on l y requ i red  e lement of th is  variable  i s  
I nstancePath .  The  precise  set of va lues  returned  i s  dependent on  the  values  of i nput  state  
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variables  CfgMS.A_ARG_TYPE_Partia lPath  and  CfgMS.A_ARG_TYPE_SearchDepth ,  and  
upon  the  number of i nstances  of each  of these  nodes  that exist.  

6.4.9   

[GUIDELINE ]  A D iagnostics  Endpoin t wi th  UPnP ConfigurationManagement Service  that 
provides  the  X_DLNACAP value  of "CMS-m in imum"  shal l  return  the  va lue  "0, <time  stamp of a  
non-fu tu re  date  set during  cod ing ;  dateTime format>"  for any CfgMS.ConfigurationUpdate  
CfgMS.SupportedDataModelsUpdate,  or CfgMS.SupportedParametersUpdate  state  variable  
i ncluded  i n  a  response.  

[ATTRIBUTES ]  

M  L  +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

2QFLQ   

 

[COMMENT]  CfgMS.ConfigurationUpdate  i s  the  on l y requ i red  s tate  variable  i n  response to  
CfgMS:GetConfigurationUpdate  action .  CfgMS.SupportedDataModelsUpdate  i s  the  on l y 
requ i red  state  variable  in  response  to  CfgMS:GetSupportedDataModelsUpdate.  
CfgMS.SupportedParametersUpdate  i s  the  on ly requ ired  state  variable  i n  response  to  
CfgMS:GetSupportedParametersUpdate.  

6.4. 1 0   

[GUIDELINE ]  A D iagnostics  Endpoin t wi th  UPnP ConfigurationManagement Service  that 
provides  the  X_DLNACAP value  of "CMS-m in imum"  shal l  return  the  value  "0"  for any 
CfgMS.CurrentConfigurationVers ion  state  variable  i ncluded  i n  a  response.  

[ATTRIBUTES ]  

M  L  +DIAGE+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

ELFDA  

 

[COMMENT]  CfgMS.Curren tConfigu rationVersion  i s  the  on l y requ i red  state  variable  i n  

response to  CfgMS:GetCurren tConfigurationVers ion  action .  

6.5  1 905 Topology Discovery and  Link Metrics  

6.5. 1   

[GUIDELINE ]  I f a  DLNA Device  Class  contains  the  D iagnostics  Endpoin t capabi l i ty or the  
D iagnostics  Control l er capabi l i ty,  then  i t  shou ld  implement the  1 905  Management Prim i ti ves  
Device  Function .  

[ATTRIBUTES ]  

S  A +DIAGE+  +DIAGC+  n /a  n /a  I EEE  1 905  UM5TJ   

 

6.5.2   

[GUIDELINE ]  A 1 905  Management Prim i ti ves  function  shal l  implement the  1 905  Topology 
D iscovery Protocol  feature.  
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[ATTRIBUTES ]  

M  R +DIAGE+  +DIAGC+  n /a  n /a  I EEE  1 905  A7U6U   

 
[COMMENT]  Th is  Layer 2  protocol  a l lows  d iscovery of the  network topology even  i f devices  

are  having  I P  address ing  i ssues.  

6.5.3   

[GUIDELINE ]  A 1 905  Management Prim i tives  function  shal l  implement the  1 905 Link Metrics  

feature.  

[ATTRIBUTES ]  

M  R +DIAGE+  +DIAGC+  n /a  n /a  I EEE  1 905  S4DXH   

 

6.5.4   

[GUIDELINE ]  A 1 905  Management Prim i ti ve  shal l  i nvoke  the  1 905  Topology D iscovery 

Protocol  feature  when  a  user i n i tiates  a  Topology D iscovery request.  

[ATTRIBUTES]  

M  R +DIAGC+  n /a  n /a  I EEE  1 905  TFXHX  

 

6.5.5   

[GUIDELINE ]  A 1 905  Management Prim i tive  shal l  i nvoke  the  1 905  Link Metrics  feature  when  
a  user i n i ti ates  a  L ink Metrics  request.  

[ATTRIBUTES ]  

M  R +DIAGC+  n /a  n /a  I EEE  1 905  F37UB   

 

6.6  Diagnostics  Appl ication  

6.6. 1   

[GUIDELINE ]  I f a  DLNA Device  contains  the  D iagnostics  Control ler capabi l i ty then  i t  sha l l  
implement the  D iagnostics  Appl ication .  

[ATTRIBUTES]  

M  A +DIAGC+  n /a  n /a  n /a  W4DD5  

 

6.6.2   

[GUIDELINE ]  A D iagnostics  Appl ication  shal l  implement a  l ocal  user i n terface  or a  
remote/browser user in terface  access ib le  by the  consumer that  provides  the  abi l i ty to  i nvoke 
functional i ty provided  by a  UPnP  Bas icManagement Control  Poin t,  UPnP 
ConfigurationManagement Con trol  Poin t,  or 1 905  Management Prim i ti ve  a lso  present i n  the  
D iagnostics  Control ler.  
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[ATTRIBUTES ]  

M  R +DIAGC+  n /a  n /a  n /a  4AT63   

 

[COMMENT]  A local  user i n terface,  for example,  wou ld  be  where  an  appl i cation  runs  on  a  PC 
or a  Set Top  Box and  uses  the  l ocal  user i n terface  capabi l i ties  of the  device.  

6.7  UPnP BasicManagement Control  Point  

6.7. 1   

[GUIDELINE ]  I f a  DLNA Device  contains  the  D iagnostics  Control ler capabi l i ty then  i t  sha l l  
implement the  UPnP  Bas icManagement Control  Poin t Device  Function .  

[ATTRIBUTES ]  

M  A +DIAGC+  n /a  n /a  n /a  2UHUO   

 

6.7.2   

[GUIDELINE ]  A UPnP BasicManagement Con trol  Poin t shal l  i nvoke  the  BMS:Ping  and  
BMS:GetPingResu l t  actions  i n  UPnP Bas icManagement: 2  when  a  user i n i tiates  a  P ing  test 
against a  UPnP Bas icManagement Service.  

[ATTRIBUTES ]  

M  R +DIAGC+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

PX7EJ   

 

6.7.3   

[GUIDELINE ]  A UPnP  BasicManagement Con trol  Poin t  sha l l  i nvoke  the  BMS:NSLookup  and  
BMS:GetNSLookupResu l t actions  i n  UPnP BasicManagement: 2  when  a  user i n i ti ates  a  
NSLookup function  against a  UPnP  BasicManagement Service.  

[ATTRIBUTES ]  

M  R +DIAGC+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

WGWOA  

 

6.7.4   

[GUIDELINE ]  A UPnP  Bas icManagement Control  Poin t  shal l  i nvoke the  BMS:Tracerou te  and  
BMS:GetTracerouteResu l t  actions  i n  UPnP  Bas icManagement: 2  when  a  user i n i ti ates  the  
Tracerou te  function  against a  UPnP Bas icManagement Service.  

[ATTRIBUTES ]  

M  R +DIAGC+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

9GK5T  
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6.7.5   

[GUIDELINE ]  A UPnP Bas icManagement Con trol  Poin t  sha l l  i nvoke the  
BMS:GetDeviceStatus  action  i n  UPnP  Bas icManagement: 2  when  a  user i n i ti ates  a  request for 
d iagnostics  i n formation  against  a  UPnP  BasicManagement Service.  

[ATTRIBUTES ]  

M  R +DIAGC+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

HU4PV  

 

[COMMENT]  Th is  is  a  request that provides  very bas ic h igh  l evel  status  of the  root device.  

6.7.6   

[GUIDELINE ]  A UPnP BasicManagement Con trol  Poin t shou ld  i nvoke  the  BMS:GetTestIDs  
and  BMS:GetSel fTestResu l t  actions  i n  UPnP Bas icManagement: 2  when  a  user i n i ti ates  a  
request for d iagnostics  i n formation  against a  UPnP Bas icManagement Service.  

[ATTRIBUTES ]  

S  R +DIAGC+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

O2XCP   

 

[COMMENT]  The  Control  Poin t does  not have  the  abi l i ty to  request a  se l f-test to  be  done,  bu t 
i f the  UPnP  BasicManagement Service  performs sel f-tests  au tonomousl y or in i ti ated  through  
some other means,  th is  wi l l  a l l ow the  CP  to  retrieve  that i n formation .  

6.8  UPnP ConfigurationManagement Control  Point  

6.8. 1   

[GUIDELINE ]  I f a  DLNA Device  contains  the  D iagnostics  Control l er capabi l i ty then  i t  shou ld  
implement the  UPnP  ConfigurationManagement Control  Poin t Device  Function .  

[ATTRIBUTES ]  

S  A +DIAGC+  n /a  n /a  n /a  Y78I I   

 

6.8.2   

[GUIDELINE ]  A UPnP ConfigurationManagement Control  Poin t  shal l  implement a  UPnP 

ConfigurationManagement: 2  Control  Poin t.  

[ATTRIBUTES ]  

M  R +DIAGC+  n /a  n /a  UPnP  
Confi gu rationM
anagement: 2  

YSIHM   

 

[COMMENT]  Examples  of how these  actions  can  be  used  are  g i ven  i n  Annex A.  
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6.8.3   

[GUIDELINE ]  A D iagnostics  Control ler wi th  a  UPnP ConfigurationManagement Con trol  Poin t  
shal l  i nvoke the  CfgMS:GetValues  action  for the  /DLNA/Diag/ data  model  when  a  user 
i n i tiates  a  request for i n formation  from  a  UPnP ConfigurationManagement Service  that i s  
known  to  support  th is  data  model  (due  to  some prior i nvocation  of 
CfgMS:GetSupportedDataModels  return i ng  th is  as  a  Location  value).  

[ATTRIBUTES ]  

M  L  +DIAGC+  n /a  n /a  UPnP  
Bas icManagem
ent: 2  

QC86K  

 

[COMMENT]  Th is  does  not preclude  the  ab i l i ty to  i nvoke add i ti onal  UPnP  
ConfigurationManagement: 2  actions,  when  obtain ing  in formation  from  a  UPnP 
ConfigurationManagement: 2  service.  Once  CfgMS:GetSupportedDataModels  has  been  
requested ,  the  resu l ti ng  ContentPath  values  can  be  cached ,  so  th is  action  does  not  need  to  
be  i nvoked  every time CfgMS:GetValues  is  i nvoked .  Examples  of how some of the  parameters  
can  be  used  are  g i ven  i n  Annex A.  
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Annex A 
(informative)  

 
Diagnostics  usage examples  

A.1  Overview 

The DLNA D iagnostics  gu idel ines  focus  mostl y on  the  col l ection  of data  through  queries  and  
test actions.  The  procedures  for troubleshooting  and  invoking  the  tests  or any remed ies  are  
ou ts ide  the  scope of these  gu idel ines,  other than  requ i ri ng  a  user in terface  that  wi l l  a l l ow user 
access  to  D iagnostics  data  and  capabi l i ti es.  That user can  be  a  service  provider access ing  
the  D iagnostics  Appl ication  through  a  TR-069  management i n terface,  or a  techn ician  or end  
user accessing  i t  through  a  browser or screen  in terface.  

Whi le  problem  i den ti fication ,  troubleshooting ,  and  remedy procedures  cannot be  speci fi ed  
through  normative  gu ide l i nes,  th is  annex includes  example  D iagnostics  Appl ications  
implementing  those  procedures.  

A.2  Using  a  TR-069  service provider interface  

I n  some cases,  a  service  provider may want to  use  the  Broadband  Forum ’s  TR-069  
speci fication  as  the  protocol  to  i n terface  to  a  D iagnostics  Appl ication  across  the  i n ternet.  
F igu re  A. 1  shows  an  example.  

 
IEC 

Figure A. 1  – End-to-end  infrastructure  

The  TR-069  protocol  i s  u sed  between  the  service  provider l ocation  and  the  home gateway or 
set  top  in  the  home ( i t  cou ld  be  any device  connected  to  the  home  network and  the  i n ternet) .  
I n  th is  case,  the  D iagnostics  Appl ication  implements  a  TR-069  cl ien t that provides  a  proxy 
function  between  TR-069  and  UPnP.  
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A.3  Providing  an  end  user interface  

A.3. 1  General  

I t  i s  cons idered  usefu l  for the  D iagnostics  Appl ication  to  provide  a  user i n terface  that  i s  
accessib le  by the  end  user.  Th is  i n terface  m ight  be  browser-based  or i t  cou ld  be  provided  
d i rectl y by a  bu i l t- i n  or otherwise  connected  screen .  

The  fol lowing  sections  are  i n tended  to  describe  possible  functional i ty that can  be  i ncluded  i n  a  
D iagnostics  Appl ication  i n tended  for a  user,  to  assist  them  i n  d iagnosing  troubles  they can  be  
experiencing .  

A.3.2  Potential  troubles  

I n  Table  A. 1  are  some of the  more  l ikel y trouble  scenarios  that a  user cou ld  experience.  To  a  
l arge  extent,  the  service  qual i ty i ssues  are  not addressed  by these  gu ide l i nes.  

Table  A. 1  – Trouble  scenarios  

Category Perceived  probl em  Possible  causes  

Device  
D iscovery /  
Connecti vi ty  

Unable  to  fi nd  expected  new cl i en t  d evices  – Network del i very path  not  working  
(no  physical  l ayer connecti vi ty,  I P  
connecti vi ty not  working)  

– Device  i s  powered  down  or s l eeping  

– DLNA services  down  /  
mal function ing   

Unable  to  fi nd  previ ously known  cl i en t  d evice  

Service  qual i ty  Degraded  performance  of con ten t de l i very – Network path  congested  

– Network impai red  /  reduced  
th roughpu t  

– Cl i en t  device  heal th  

– I nsu ffi cien t  cl i en t  resou rces  

– Cl ien t  has  sub-optimal  response  

 

A.3.3  User in terface d iagnostics  functions  

I n  order for a  d iagnostics  function  to  be  usefu l  to  "average"  users,  i t  needs  to  a l low users  to  
approach  i t  based  on  what they are  experiencing ,  and  not wi th  an  assumption  that they 
a l ready know how to  d iagnose  what they are  experiencing .  Advanced  users  do  exist who  
appreciate  d i rect access  to  d iagnostic  tools ,  so  i t  i s  reasonable  to  provide  user in terface  paths  
for both  sets  of users  ( for example,  "Gu ided  troubleshooting "  and  "Advanced  d iagnostics  
tests").  When  provid ing  d i rect access  to  d iagnostics  tests,  i t  i s  s ti l l  a  good  i dea  to  g roup  some 
tests  together so  they can  be  i nvoked  by the  end  user wi th  a  s i ng le  command  (for example,  
Run  d iagnostics) .   

A.3.4  Example  gu ided  troubleshooting  flow 

Fol lowing  i s  a  sample  of how users  can  be  gu ided  through  troubleshooting  of the  problems 
they are  experiencing .  Th is  i s  provided  s impl y as  a  poten tia l  fl ow,  and  i s  pure l y i n formational .  

F i gure  A. 2  shows the  D iagnostics  Appl ication  making  use  of functions  that are  not a  part of a  
DLNA Diagnostics  Control l er capabi l i ty,  bu t wh ich  shou ld  ei ther exist as  capabi l i ties  provided  
by the  underl ying  Operati ng  System  (OS),  or cou ld  be  i ncluded  by the  vendor as  an  e lement 
of the  overal l  DLNA appl ication .  Th is  i ncludes  p ing ,  tracerou te,  ns lookup  and  other OS-
provided  test functions,  as  wel l  as  UPnP Control  Poin t (CP)  device  d iscovery capabi l i ti es  
(MSEARCH  and  process ing  of ssdp: a l i ve  messages)  for a l l  DLNA-speci fied  UPnP  services.  
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Ask user what  prob lem  they a re  experi enci n g .  
1 .  Phys i ca l  d evi ce  i s  no t  d i sp l ayed  i n  the  l i s t.  
2 .  Phys i ca l  d evi ce  i s  presen t  i n  l i s t  bu t  expected  DLNA capab i l i ty i s  n ot  presen t ( i n form  u ser th at  “Con trol ”  
capabi l i ti es  wi l l  n ot  be  shown ).  
3 .  Want  more  i n fo  abou t  th e  sel ected  d evi ce.  

4 .  Connecti ng  one  sel ected  d evi ce  to  another sel ected  d evi ce.  
5 .  Access i ng  DLNA con ten t  on  a  sel ected  d evi ce  from  another se l ected  d evi ce.  
6 .  Con tro l l i ng  a  DLNA server to  p l ay con ten t on  another DLNA d evi ce .  
7 .  Sel ected  DLNA devi ce  i sn ’ t  behavi ng  as  expected .  
8 .  Con ten t i sn ’ t  p l ayi n g  ri gh t  on  sel ected  DLNA devi ce .  

9 .  D i ffi cu l ty connecti n g  to  or p l ayi n g  con ten t  from  the  I n ternet  on  sel ected  DLNA devi ce .  

User has  a  probl em  and  asks  
the  U I  to  g u ide  them  th rough  

troubleshooti ng .  
 

Are  th i s  device’s  network i n terfaces  
connected  to  anyth i ng  at  Layer 2?  
[various  ways  to  determ ine  th i s ]  

Are  th i s  d evi ce’ s  ne twork  i n terfaces  
connected  to  an yth i n g  a t  I P  l ayer?  

[vari ou s  ways  to  d eterm i ne  I P ,  i n cl u d i ng  
DHCPv4,  ARP,  p i n g  the  I P  g ateway,  

e tc. ;  tes ts  shou l d  be  ava i l ab l e  from  th e  
OS]  

I n form  user the  
device  i s  not  

connected  to  a  
network.  

I n form  user the  devi ce  d oes  
n ot  h ave  I P  connecti vi ty.  
Message  may be  more  

speci fi c,  based  on  whether I P  
had  been  previou sl y “u p” ,  or 

n ot.  

Yes  

Yes  

No  

No  

Do M-SEARCH  for a l l  DLNA-speci fi ed  UPnP  devices.  Run  1 905  Topology D iscovery.  There  i s  an  
expectation  that  th i s  device  main tains  a  Nei ghbor Cache  for I Pv4  and  I Pv6  addresses.  Use  arp  
to  confi rm  conti nued  presence  of I Pv4  neighbors.  Use  Neighbor Sol i ci tati on  to  confi rm  conti nued  

presence  of I Pv6  nei ghbors.  
 

D i splay to  user a  l i s t  of a l l  d i scovered  phys ical  devices  that  are  on  the  home network,  i ncl ud ing  
th i s  device.  For devices  wi th  DLNA services,  l i st  a l l  DLNA services  that  are  found  on  physical  
devices  i n  the  home  network,  i ncl ud i ng  any that  are  co-res ident  wi th  th i s  D iagnosti cs  App.  
Provide  Friend l y Name i f avai l able.  Ask user to  select  from  the  l i s t  the  device(s)  they are  tryi ng  
to  use   

I n form  user the  device  they want does  not  
appear to  be  connected  to  the  network at  
th i s  t ime.  I t  may be  powered  down  or i n  a  
l ow power state.  I f i t  has  MAC add ress  bu t  

no  I P  add ress,  te l l  that  to  the  u ser.   

A 
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Figure  A.2  – Gu ided  troubleshooting  flow chart  

___________ 

Ask user to  en ter I n ternet  
l ocation  they are  tryi ng  to  
connect  to  (may be  FQDN  or I P  
add ress).  

A  

Does  selected  
device(s)  have  
at  l east  one  

DLNA service?  

a)  I f d evi ce  has  n o  IP  add ress,  
te l l  th at  to  the  u ser.  

b )  I f d evi ce  has  I P  add ress,  bu t  
n o  DLNA servi ces ,  i n form  user 
the  d evi ce  th ey wan t  d oes  not  
appear to  be  runn i ng  a  DLNA 
servi ce  a t  th i s  time.  They may 

need  to  s tart  DLNA appl i cati on  on  
se l ected  d evi ce .  They shou l d  
refer to  i n structi ons  from  th e  

d evi ce  manu facturer.  

Yes  

Yes  

I f CMS  i s  su pported ,  
req uest d a ta  model  

and  va l ues.  
I f  se l f- tes t  resu l t  i s  
avai l abl e ,  request  i t .  

Does  se l ected  d evi ce(s )  
su pport  D i agnosti cs  

Endpoi n t?  

I n form  user that  
fu rther remote  

d iagnosti cs  testi ng  i s  
unavai l ab le,  and  the  
user wi l l  need  to  refer 

to  manufacturer 
i nstructions  for fu rther 
troubleshooti ng  of 

that  device.  

No  

No  

I s  CMS  or 
Sel fTest  i n fo  
i s  avai l abl e?  

Request  1 905  L i nk 
Metri cs.  

Displ ay a  i n fo  abou t  sel ected  d evi ce(s )  to  
user.  I f  se l f- tes t  resu l t  i nd i cates  a  probl em ,  

n ote  th i s  to  th e  u ser.  
U ser P robl em  2 :  N o  ad d i ti onal  DLNA 

D i agnosti cs  testi n g  d efi ned  to  ass i st  wi th  
th i s .  U ser wi l l  n eed  to  refer to  i n s tructi ons  

from  devi ce  manu factu rer.  
U ser P robl em  3 :  Done  

User 
Problems  

2-3  

Request  p i n g  tes t.  I f 
p i n g  shows  excess i ve  
d el ay on  a  test  to  th e  

I n ternet,  req uest  
tracerou te .  

I f adverti sed  DLNA 
service  or I n ternet  

l ocation  uses  FQDN,  
request  ns lookup.  

U ser 
Problems  

4-9  
User Problems  4-8  

User 
Problem  9  

Display i n fo  abou t 
selected  device(s)  to  
user.  I f se l f-test  resu l t  
i nd icates  a  probl em ,  

note  th i s  to  the  user.  I f 
other tests  show 

anomal ies  or probl ems,  
note  th i s  to  the  user.  
Provide  ana lys i s  of 
data  where  poss ible.  
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